Total No. of Questions : 8] {1otal No. of Printed Pages : 3

RolINo ...,

MCA-403 (1)

M.C.A. IV Semester (Two Year Course)
Examination, June 2022
Information Security
(Elective-III)

Tinte : Three Hours
Maximum Marks : 70

Note: 1) Attempt any five questions. ®
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ii} All questions carry eq arks.
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iii)In case of a@bt or dispute the English version
question sho e treated as final.
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1. a) Describe the critical characteristics of information. How
are they used in the study of computer security? 7

a1 Bl Hgcaqof fadranatt 1 auie BT Srger JRan
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b) Explain the security system development life cycle in

detail. 7
R Ryeen Saeurie aIg® ﬂﬁﬁﬁ & R & e
Gy

2. a) Explainthe NSTISSC security model and the top - down
approach to security implementation. 7
NSTISSC R nifeet 3R ﬁmfrﬁa Hrf<e & -
SIS Gl & arE aX|
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Explain the four important functions of information
secunty in an organization. 7

3miATEAer § FrRmier R & R Heeagyf sl H
e Hifa)

. @) Briefly explain the various groups of threats faced by an
organization. 7
ferdl AT GRT I v 9 arel G & Rifte
gl 1 waY F aofF ¥

b) Discuss the ethical concepts in information security and
prevention to illegal and unethical behaviour. 7
FTEre RiaiiRe sl sy ol arifes araer &1 Aaeme
g s sragmomal w wef |

. a) What is Risk Management? State the methods in
Identifying and assessing risk management. 7
R B 7 22 S Ree Hoile 6 ugae a3 ok
U Aher et b ARl o1 og@ A

b) Discuss the risk control strategies that guide an
organization. 7
HRIATGA &1 AfgefT o areft Res fFrisor woriferll =
Tt &

. a) Discuss in detail the processing of assessing and
controlling risk management issues. 1
e #onic & TR & awad iR Fraaw f afer
famw @ ==l B ' _

b) Compare and contrast the ISO 17799 with BS 7799 NIST
Security models. 7

BS 7799 NIST fyaaiRe} dtsat & wier 1SO 17799 el
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6. a) Explain the different types of Information security
policies. 7

faftrs weopR &t e Ry aiferdt &t = i

b) Discuss the features of VISA International security model.
2
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7. a) Whatis Intrusion Detection system? Explain its typesin

detail. 7
Soor facaem Riee & %‘Q'-’Q%iﬂiﬁ el Bl AR |
TS N
b) Explain how scanni d analysis tools used during
security design? N0 7
7 ﬁm@@mw % € oiiv R got @t
UGN F T e 2 7
8.  Brefly explain the following:
a} Types of password attacks 5
b) Cost- benefits analysis. - 4
c) Differentiate symmetric encryption and Asymmetric
encryption 5
Prferled &t dadu 3 wHemEU
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